If in doubt don’t open it. The Sender Address, is incorrect accountshosted@reckon.com is legit!
not accountshosted@reckonaustralia.com as per this email

Invoicing Sent Via Reckon Hosted are PDF files not ZIP.
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Thu 29/09/2016 12:51 PM
Reckon <accountshosted@reckonaustralia.com>
Remittance advice from Steadfast Group Limited

To Debbie Lougheed

oWE removed extra line breaks from this message.

Message ¥l reckonaccountsemail zip (17 KB}

To Supplier :

Please find attached a remittance advice for payment date 23/03/2016. Should you have any queries in relation to the attachment, please do not
hesitate to contact us.

As of 24 August 2016 company name changes to Steadfast Group Limited Ownership structure has not changed, bank account details are the same. ABN
has not changed.

Sincerely,
Julie Phillips

Accounts Payable Department
Steadfast Group Limited
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Browsed to C:\temp , then clicked save
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File name: | reckonaccountsemail.zip

Save as type: Compressed (zipped) Folder (*.zip)
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VirusTotal is a free service that analyzes suspicious files and URLs and facilitates
the quick detection of viruses, worms, trojans, and all kinds of malware.

[ File @ URL Q, Search

Mo file selected Choose File

Maximum file size: 1286MB

By clicking 'Scan it!', you consent to our Terms of Service and allow VirusTotal to
share this file with the security community. See our Privacy Policy for details
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VirusTotal is a free service that analyzes suspicious files and URLs and facilitates
the quick detection of viruses, worms, trojans, and all kinds of malware.

[ File @ URL Q, Search

reckonaccountsemail zip

Choose File

Maximum file size: 1286MB

By clicking 'Scan it!', you consent to our Terms of Service and allow VirusTotal to
share this file with the security community. See our Privacy Policy for details
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File already analysed

This file was last analysed by VirusTotal on 2016-09-29 03:31:09 UTC (14 minutes ago) it
was first analysed by VirusTotal on 2016-09-29 00:22:58 UTC.

Detection ratio: 7/55

‘fou can take a look at the last analysis or analyse it again now.
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SHA256: f506bebfc3ch0ef8860fd4aababeT805004b962c887830614816c61b9830c458
File name: reckonaccountsemail zip
Detection ratio:  7/55 .f 0 6 0
Analysis date: 2016-09-29 03:31:09 UTC ( 16 minutes ago )
[ Analysis =~ @ File detail € Additional information % Comments o ) Votes
Antivirus Result Update
K7AntiVirus Trojan ( 004dfe6d1 ) 20160928
KIGW Trojan ( 004dfe6d1 ) 20160929
Sophos Mal/DrodZp-A 20160929
Tencent Js.Trojan.Raas.Auto 20160929
Kaspersky HEUR:Trojan-Downloader. Script. Generic 20160929
Avira (no cloud) HEUR/Suspar Gen 20160928
Arcabit HEUR.JS Trojan b 20160929 A4
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